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H&S Compliance Manager Enterprise — Employee HR Access

This technical newsletter describes how to use Employee Access levels to control user access
to HR information in the H&S Compliance Manager Enterprise edition. This was first
introduced in version 8.013.

Access to employee information

A user login created by the System Administrator or HR Administrator gives a user access to
one or more security groups. Each security group points to parts of the application the user
has access to. A group that includes “Change Employee Details” allows users to view and
change employee details.

Initially only the HR Administrator may view employee HR information in employee records.
The HR Administrator is the employee selected in the Company setup information.

< Setup Company Information

Company Details  H&S Options |Event M atific:ation 5 erver | Enterprize 0

Administrators [ receive notifications from thiz system ]

System Administrator: | Paul Dawszon

Receives email notifications for extracrdinan
addrezs can not be resolved. Reauires an e

HR Admimistrator: |Ehristine Rene ﬂ

Has access to HR information and may allog
login. Emailz may be sent o HR Administratg

Giving other employees access to HR information

Only the HR Administrator may give other users access to HR information by checking on "HR
Access” in a user’s login record (File / Security Employee Login Security).

HR Administrator may check thiz o if
uzer will have access to HE employes
information for zelected departments.
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Limiting HR Access by using Employee HR Access Levels

HR access may further be restricted by defining HR access levels for each employee.
Employees may have an access level from 1 (highest) to 99 (lowest). An access level of zero
means the employee does not yet have an access level defined so they may not see any
other person’s HR information and other employees may not see theirs. The only exception is
the HR Administrator who always has access to everyone’s HR information.

Enabling HR Access Levels (Enterprise edition only)

This feature may be enabled by going to Edit / Company Details / Enterprise Options and
checking on "HR Employee Level Access” then saving the changes by Pressing the OK button.
The HR Administrator should then exit the H&S Compliance Manager and restart it again for
the change to take effect.
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HR Employee Access Levels [ HR Administrator only )

When checked OM - HR Adminiztrator haz access o all emplovess HR.
- Uszers have access to aother employees HR i

[+ HR Employee Level Access!

Determir_wes user aocess to HR _ [a] their Login zpecifies HR Access, and
|nfur_mat|n:un for ather emplu:u_yee_s i [b] their Emplaves Access Level number is less than the other
HF iz enabled for the application. b .
(2] the Emplaves iz in the zame department, or the HR
H/R iz Enabled Adminiztrator has extended access to other departments in the

Login for the Uzer.
“WWhen checked OFF - HR Adminiztrator haz access to all employeesz HR.
- zerz have access to other employees HR if:

[a] their Login epecifies HR Acceszs, and they have access to the
employes records.

Allocating HR Access Levels to Employees

Only the HR Administrator may allocate HR access level to employees. There are two ways
the HR Administrator may do this.

To allocate HR Employee Access levels via a table

e Select File / Security / HR Access Levels

(If this is disabled check that the preceding step was done, that you have exited and
restarted H&S Compliance Manager, and that you are defined as the HR
Administrator)

I.‘-‘..Staff HR Access Levels

Bv Department / Level |E=_|,| Last Mame | Ew First Mame | Job Title |

Department | Lewvel | Full Mame Job Title Reports Ta

Factany A David Taylor

e Double Click on an employee line and allocate the employee’s access level then select
the next employee.

Rules for allocating HR Access Level Numbers

a. The HR administrator always has access to all employees
HR information so does not need an access level number.

b. Other employees who have HR access may:

- Access HR information for an employee with an access
number higher than their own
- May not access any other employee’s HR with an undefined

access number of 0 or if their own access level is 0 (unless
they are the HR administrator).
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To allocate an individual employee an HR Access level (HR Administrator only)
e From Staff / Change employee record
e Select the "Employment HR” Tab
e Change the HR Access Level

HR Accé’ﬁ Level

3

e Press OK to save the record.

Restricting User Access to a site or selected departments

The Enterprise edition allows a user’s view to be restricted to a site or selections of
departments. This is defined in their login (file / Security / Employee Login).

A user may have access to:

¢ All departments (default unless otherwise specified)

Select departments employee can see [leave blank for all departmentsz]
[ Show one Dept at a time - can switch to Others @ Use the ‘Other Departments’ tab above to

zelect the other departments the employee
haz access to.

[ Show Own + Other Deptatments together

¢ A range of departments but only one shown at a time (switch from one to
another)

Select departments employee can see [-Ieave blank for all departments})
v Show one Dept at a time - can switch to Others <oz e ey Dz g liniabils ks oste ig
zelect the other departments the employes
B has access to.

¢ A range of departments and all shown together (usual selection)

Select dgpartments employee can zee [leave blank for all departments)
ﬁ% ze the 'Other Departments’ tab abowve to
@ zelect the other departments the employee
haz access to.

: v iShaow Own + Other Deptartments tagether

Selecting multiple departments a user has access to

When a multiple departments are selected (in option# 4) the “Other Departments” tab is
enabled and a list of departments displayed. Double click on any departments name to give
the user access to that department.
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<= Changing Employee Security Record

Emplovee Login  Other Departments |Email Report Options |

Own Department Allow Access to Other Tagged Departments- Select
Phil Finch % Departments HF, &ccess?
Ahways has access to own department: Despatch of
General
| Factary | Office
[ [Store v

Note:

The user always has access to their own department. In this tab other departments may be
selected in addition to their own department.

Selecting HR access to departments

Access to HR information in all departments is subject to both the User’s HR Access Level
and the Employee’s HR Access Level if HR Access Level checking is enabled for the
organisation.

The User’s own department

o Checking “HR Access” in the user’s login record allows the user to access HR
information for employees in their own department that have a higher HR Access
Level number than themselves.

Other departments
To allocate user HR access to other departments the HR Administrator must
¢ Enable HR access to the users’s own department (as above)
¢ Enable general access to other departments (by double clicking on the department)

® And, if access is enabled to a department, click the button “Toggle HR Access
On/Off” to enable or disable HR access to the deprtment

Toggle HR
Aroocess
On/OFf

In a nut shell
¢ HR Administrator has access to all employees’ HR Information
e The HR Administrator is defined in the company setup

e Employee HR Access is enabled or disabled in the Company setup / Enterprise
Options Tab

e Employees may be allocated HR Access Levels by the HR Administrator via File /
Security, select the user, Change, Employee HR Access Levels (or in an employee’s
record)

e Users may be granted HR access to their own department from their login record by
the HR Administrator.

e Users who have HR access to their own department may also be granted HR access
to other departments by the HR Administrator via File / Security, select the user,
Change, select Other Departments tab, and toggling HR access on/off

For assistance or further help contact Compliance Solutions Help Desk.
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