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Risk or hazard management option
Versions of SafetyLink before version 11 only had ‘hazard management'. That is, a single risk rating

was used to cover the combined risks that may have resulted from the hazard. Controls for hazards
also covered the combined risk events that may have occurred for the hazard.

Version 11 introduced 'risk management'. This differs from hazard management in allowing multiple
risk-events for a hazard, and each risk is managed separately. Each has its own risk-rating and
controls, although controls may be shared by multiple risks.

Hazard management and risk management may not be used in the same system, a choice must be
made. The default is ‘hazard management'. The system administrator may choose to convert to risk
management. The conversion process helps create individual risks from hazards. These risks need then
to be manually reviewed, including selecting a risk event type and setting a raw risk rating.

When to use risk management?
Risk management more accurately reflects reality. When risk-events that could result in harm or loss

from a single hazard are dealt with separately, controls needed to prevent the event from occurring
are easier to determine. Also, the consequences if the risk-event were to occur may be evaluated more
accurately. Different risks from the same hazard may have very different consequences so are
managed separately.

When to continue using hazard management?
Hazard management is used when consequences of risks are not particularly significant or when there

are insufficient resources to set up and maintain the more precise risk management system.

New Zealand legislation only requires risk management when the consequences of risks are significant
or the type of organisation is considered to be high risk. However, more businesses are choosing to
use risk management because it is consistent with good business management practice and is capable
of reducing risks and improving business outcomes.

Steps involved to convert from hazard management to risk management
1. Understanding the difference between the two management systems

2. Running a conversion option to prepare current hazards for use with risk management
3. Reviewing each risk and:

e selecting the risk-event type

e Setting a 'raw’ or risk rating (without any controls in place)

e Reviewing the risk’s controls (copied over during the conversion)

e Reviewing the 'residual’ risk rating (copied from hazard)

These are discussed in the following sections.
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Understanding risk management

What is a risk?
Every risk has three components:

e An event - that may occur — the risk-event
e Harm or loss - that may result from the risk-event
e The hazard - that may cause the risk-event

May is another word for chance. The combination of (a) the chance of harm or loss resulting from an
event, and (b) the chance the risk-event occurs from the hazard is the likelihood of the risk. As the risk
is of ‘loss or harm' the other part of the risk is the degree of suffering from that loss or harm, the
severity, or consequences, of the loss. The combination of the likelihood and the severity gives a risk
rating which places the risk on a scale of importance to the person or organisation who may suffer the
loss.

This is often shown in the form of a risk matrix of likelihood and severity. The risk is placed into the
matrix based on the combination of likelihood and severity. Cells in the matrix are colour coded in risk
priority group levels, each priority level indicating the type of action required and who is responsible
for taking the action.

A risk-event (may happen)
The most important part of managing risks is identifying the 7isk-event’that may occur, that may

result in the loss or harm. Once this event happens the situation is instantly out-of-control. Whether
loss or harm results or not, or what type of harm or loss occurs is pure chance. As anyone who
attempts to win lotto comes to know, ‘chance’ cannot be managed. So managing risk is ensuring the
event that may result in harm or loss does not happen. If the risk-event does NOT occur, there is ZERO
chance of harm or loss resulting. This is the essence of risk management.

The failure to identify risk-events has been the major reason why New Zealand health and safety
performance has been so dismal in the past compared to many other countries. In Europe risk
management is standard practice. It is what the insurance industry does, is standard for business
financial risk management and is usually used for quality risk management. Health and safety risk
management is exactly the same as any other form of risk management.

At first, the identification of the risk-event that may result in harm or loss may require some thought.
But we use them all the time, examples of risk-events are: ‘slip, trip, fall’, ‘fall from height’, ‘explosion’.
Often though, it may be hard giving the event a name but this is essential as it is the very thing we
want to prevent from happening.

Asking the following question helps identify the name of the risk-event:
What is the event - that may happen - that could result in any harm or loss?

Focusing on risk-events is the critical step in risk management. Hazards cannot be controlled, only
eliminated. Preventing a risk-event from occurring is what ‘controls’ are designed to do.

Loss and harm - may result from a risk-event
If we fail to prevent a risk-event from occurring the result may be loss or harm. Whether loss or harm

is the result is beyond our control. All we may do after-the-event is try to mitigate the suffering from
the loss or harm. Mitigation is not managing risk it is an attempt to reduce suffering, after the chance
has become a certainty.
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Risk categories - who suffers loss or harm
If there is harm or loss, someone or something must suffer it. This is the main stake-holder for the risk.

There may be other stake-holders, but risks are categorised by the main type of stakeholder.

Risk category Stake-holder Harm/loss

Health & safety risks Person Harm Injury/illness

Production / quality risks Business Loss $ / customer

Financial risks Business Loss Reputation /
company / $

Public safety risks Person Harm / Injury / iliness

loss /$
Environmental risks Public / Harm / $ / reputation
government / loss

environment
Example of risk categories, who suffers and the type of suffering due to loss

For example if I was to slip, fall and break a leg, I would suffer loss in the form of harm to my leg, so
the risk category is health and safety. If I buy a lotto ticket and lose, I have suffered a loss of the ticket
price and the risk category is financial. Other types of risk categories could be production risks (the
company suffers), quality risks (the product suffers) environmental risks (the environment and the
company reputation suffers) and public liability (the company suffers).

Severity - the level of suffering
The risk category determines who or what suffers from the loss. The degree of suffering is called the

severity, or consequence. Each risk category has its own types of loss or harm that may result from
risk-events and each type of loss has a severity to the stake-holder.

In the example above, if I suffer a broken leg (in the health and safety scale of loss from abrasions to
death), the severity might be somewhere in the middle. However the loss of the price of the lotto
ticket (on the personal financial scale) is minor. So the type of harm or loss translates to a severity
level to the main stake-holder for the category of risk we are dealing with.

SafetyLink™ may be configured to use one of several methods to allocate severity to a risk:

e Use the severity level of the most likely type of loss resulting from an event. (This is the
default in SafetyLink™. The most likely type of loss for each risk-event type is manually
selected, so it does not need to reselected for each risk)

e Use the average of all possible loss types for a risk-event type. (This is the second default if
the most likely loss type has not been selected or if the risk-rating-method specifies this
method should be used)

e Use the level of the lowest type of loss (may be set in the risk-rating-method)

e Use the level of the highest type of loss (may be set in the risk-rating-method)

e Use a manually selected level for each risk (Override severity set in each risk). This last option
is the one used when converting hazards to risks. It is preferable to reset this to use the
default, once risk-event type loss types have been set up).

The hazard -may cause a risk-event to occur
The last component of a risk is the hazard. A hazard is either a thing or a situation (a combination of

things coming together) that may cause one-or-many types of risk-event to occur. It is easy to
determine a hazard from this statement.

There is a risk of HARM/LOSS when EVENT occurs from HAZARD - (from implies thing/hazard)
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OR
There is a risk of HARM/LOSS when EVENT occurs when HAZARD - (when implies situation)

In reality it is rare for an event to spontaneously occur so most hazards are caused by situations (e.g.
when A meets B), but sometimes associating a hazard just with a thing is easier.

Using this general 'risk statement’ makes it easier to determine the components:

There is a risk of HARM/LOSS when EVENT occurs (from/when) HAZARD.

Risk rating -estimate of the significance of a risk
The risk rating is used to rank risks from highest to lowest, so we can prioritise resources to deal with

them. It combines the level of suffering from loss to a stakeholder (from a risk-event), how likely it is
that the risk-event will occur and, if it does, how it will result in the suffering.

The commonly accepted way of estimating the risk rating is:
Risk rating = likelihood x severity

A risk rating is not an exact measure; it is an estimate based on the best available data.

Likelihood - of risk-event and loss
Likelihood represents the combined level of chance of the hazard causing the risk-event and the risk-

event resulting in loss. Note: likelihood has nothing to do with the severity of the loss, it is only
concerned with how likely it is that loss will result from the event caused by a particular hazard.

For example: the risk loss resulting from the risk-event ‘fall from height’' from the hazard ‘using a
ladder’ requires two things (a) the hazard to cause the event and (b) the event to result in loss. Each of
these has its own probability. Because we don’t know the exact probabilities for (a) and (b) we select
an estimate of the total combined likelihood level from a list of likelihood levels set up in the risk-
rating-system. Usually this will be a number, say 1 to 5, representing almost no likelihood to almost
certain.

Exposure to hazard - part of overall likelihood
If a person is exposed to a hazard 10 times in a day, the likelihood of them being harmed will be 10

times as much as if they were exposed to the same hazard only once. So another factor to consider
when determining the level of likelihood is the frequency of exposure to the hazard.

Some organisations separate the exposure level from the likelihood level and let SafetyLink™ work out
the total likelihood by adding all the exposures together; i.e. total likelihood = likelihood-level x
exposure-level. If a separate level of exposure to the hazard is not used, this should be taken into
consideration when selecting a likelihood. Exposure to a hazard is very important as it multiplies rates
of risk. This choice is up to the organisation (set up in the SafetyLink™ risk-rating system).

Risk priority - level of action required and responsibility
From the risk rating, a priority level is calculated which indicates how the risk is to be handled. The risk

priority level can be determined either by placing the risk into priority groups using the risk rating or
directly from a risk matrix (so long as it is set up correctly) based on the likelihood and exposure, and
reading off the appropriate cell a colour representing a risk priority level. (The risk matrix may be set
up in the risk rating in SafetyLink™.)

The example below shows a risk after an initial assessment with a likelihood of level 3 and severity of
level 3. After controls are applied these will change.
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A risk (red) of severity level 3 and likelihood level 3 placed in a risk matrix so the risk priority group
can easily be identified by its colour- green (lowest) and olive (highest). In this instance the size of the
red circle represents the relative exposure of people to the risk.

Managing risk
The objective of risk management is to eliminate risks, if possible, and minimise those remaining to
acceptable levels in order to reduce waste, in the form of harm and loss.

How is this achieved?

Risks must be assessed and prioritised.

Acceptable levels of risk need to be established by the organisation.

Risks exceeding acceptable levels need to be eliminated

If risks cannot be eliminated, the level of risk must be minimised to acceptable limits and the

risks controlled

Controls must be monitored to ensure they are still effective

6. The occurrence of all risk-events, whether they result in loss or not, must be investigated to
determine causes— new hazards, new controls or why existing controls failed.

Hwn =

wv

If all the steps above are implemented and carried out, this leads to a cycle of continuous
improvement, where it will be expected that risk-events will reduce along with loss and harm and an
organisation might expect to reduce waste and be more profitable.

However, risk management requires resources. Apart from apathy, this is usually the constraint on
effective risk management systems. But limited resources is just one more risk to be managed, with
controls to be implemented and monitored.

So far we have discussed what a risk is, its components and how to assess and prioritise risks. It is the
originator’s responsibility to determine the level of risk that is acceptable taking into account
applicable legislation and codes of practice. This following section discusses how risks are eliminated
or minimised and how they are controlled.

Risk elimination = hazard elimination
The most certain way of elimination a risk is to eliminate its cause, the hazard. Exposure to risk is now

zero. This may be achieved by changing plant or equipment or designing a new method of doing a
task. If a risk cannot be eliminated, and it exceeds what is acceptable, it must be minimised until the
risk is below the threshold considered acceptable.
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Risk minimisation = controls
If a risk is not eliminated and is beyond an agreed acceptable limit the level of risk must be minimised

to the acceptable limit or below. Intended actions taken to minimise the risk are termed controls. The
term ‘control’ implies it will actually control risk but a control is more an intention to control — it may
not work - or it may fail. ‘Controls’ must be monitored to firstly ensure that they do the job they are
intended to achieve, and secondly that they continue working.

There are three types of controls specified by health and safety legislation for unacceptable risks that
cannot be eliminated, and they must be attempted in the following order:

1. Engineering controls
2. Administration controls
3. PPE - Personal protective equipment controls

An engineering control is usually a physical change to a hazard or the environment surrounding a
hazard that is designed to reduce the potential severity of harm or the likelihood of harm (including
exposure to the hazard). Either of these will reduce the risk. An example might be a barrier around
equipment or a guard that cannot be removed.

An administration control is a procedure to be implemented that reduces the likelihood of harm by
altering what is done or reducing the exposure to the hazard. Part of an administration control is how
it will be monitored and who is responsible. This type of control usually contains a set of
requirements that must be met.

It must be reinforced that the objective of an administration control is to minimise one specific risk by
minimising the chance of the risk-event occurring. Requirements should be specifically directed at this
aim. Superfluous requirements, added in for other purposes, will redirect attention from the purpose
of reducing this single risk.

PPE Controls are the last type of control that should be used if all the higher controls do not reduce
the risk of harm to an acceptable level. They are almost an admission that the risk cannot be
controlled for some reason. PPE controls usually do not reduce the likelihood of the risk event
occurring, they only reduce the likelihood or severity of harm — after the event. This is why they are at
the bottom of the controls hierarchy.

If a PPE control is used, it should specify the type of personal protective equipment, how to use it, how
to check that it is in good order and what to do if it is not. It should say who is responsible for its use
and when it is to be serviced or replaced.

SafetyLink™ allows you to set up all the requirements for each of these three types of controls. It also
allows the sharing of controls across multiple risks, so that if changes are needed to a control it only
has to be changed in one place and all risks that share the control will see those changed. As controls
are added or removed or changed in a risk, a log of changes is maintained in the risk.

Risk assessments -Raw and residual
A ‘raw’ risk assessment is before any controls are applied to reduce risk. It also reflects the maximum

level of risk if any controls that are subsequently added fail. It is the worst case scenario.
The residual risk assessment is after all controls have been applied. This is the most optimistic level of

risk and is the level of risk left over assuming all controls work. This must be under the acceptable
level for an organisation or legislation.
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The diagram above shows the original level of risk (red) and the reduced ‘residual’ level of risk
(vellow), after all controls are in place, assuming they all work.

Risk management is continuous improvement
No system is ever complete. Risk-events will occur, although at a diminishing rate. Risk-events that do

still occur, after the system has been bedded in will be to:
e New risks
e Unidentified hazards
e  Missing controls
e Controls that do not entirely work.

A fundamental part of risk management is recording and investigating these risk-event incidents,
whether or not they resulted in any harm (accidents), losses or non-losses (incidents) to determine
which points above were responsible, and correcting missing risk components discovered. Conditions
may have changed or new staff may not have been trained sufficiently.

The occurrence of risk-events is an opportunity to improve the minimisation of organisational risk.
This is the process of risk management. It is the process that leads to continuous improvement.

Converting from hazard to risk management in SafetyLink™

Important before converting:

1. Only the person identified in the company record under the H&S options as the system
administrator will see the menu option that allows the conversion process to be initiated.

2. Conversion is a one-time, non-reversible process. Ensure the database has been backed up
before beginning (File / options / maintenance / backup data to zip file. Select start. After the
backup select No to the question ‘Upload data to support site’.

3. Itis not essential, but preferable if only the person converting is logged into SafetylLink™
when converting.

Run the conversion
1. In SafetyLink™ select File / options / maintenance / CONVERT from Hazard management to

Risk management. This displays a window asking if you have backed up the database. Select
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NO if this has not yet been done or YES to continue if the database has been backed up (see
note 3 above).

Convert to Risk Management l ]

9 D ala backed up
[ ke

After the conversion has completed, the window below is shown.

Exit and Restart Required l ]

0 Esit Safatplink® Risk Manages [Gold]

Reslat manualy to use itk management

2. Exit SafetyLink™ and re-login using your login ID and password.

Log in to SafetyLink™ again using your normal login ID and password

4. To complete the conversion each risk needs to be reviewed, a risk-event type selected and an
initial (raw) assessment made. The residual assessment and controls were copied from the
original hazard.

w

After logging in again you will notice the ‘Risk Management’ menu item contents has changed. Also
the hazards toolbar icon is now called risks and starts a risk tree where all risks may be accessed from.

File Edit Registr k Management Emergersy--., 12 File Edit Registry |skhl1anag¢m Emergency T

&#.Aﬂﬁl .&'ﬁ'.»’kﬂﬂ

Compary Staff Suppharz Equip. Library  Incidenks™H azards > Compary  Staff Supphers Equp. Lbrary Incidenis

Change to toolbar icons

The Risk Management menu now looks like this
Risks
Hazards (risk managed)
Substances
Set hazards for job types
Set hazards for processes
Set hazards for tasks
Edit risk categories and harm types
Edit risk event types
Note: menu items are only enabled if a user’s login security allows access.
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Reviewing risks

IMPORTANT NOTE:

Before reviewing risks it is important to review the current risk rating method in use. The customisable
risk rating method in Safetylink™ is reflects the risk matrix used by the organisation and controls how
risks are assessed. (See To review the current risk rating method before continuing).

The conversion process took each hazard and created a risk — of harm resulting from a risk-event
caused from a hazard. As hazards were assessed originally for all types of risk-events that they could
cause, this is how they are after conversion too. The next step is to review each hazard and determine
the actual risk-events that it could cause.

Since each type of risk-event may be caused by multiple hazards - and each hazard may cause
multiple types of risk-events - there are two ways of viewing risks:

- From the Risk-event tree — showing hazards that can cause each risk-event type

- From hazards - showing all the risk-event types they may cause

The risk tree - viewing how risk-events may be caused
Select the Risk icon from the toolbar or from the Risk management menu.

B pusk TREE =) EOR 5
Fiisk Category: | Health Satety & Erw - Search For (.eerch | | Clowr |
I:l,l|¢1_'|| _Nl:ldl: FU"'_siEU —_—
x| |44 | l £ Show Hazards Show Cortrals Expand Cantrol Show Component Types G Refresh
] Fick Ewent Tupes

| B— 2EVENT [FROM NOT ASSESSED HAZARD)
—=j PEVEMT [FROM MOT SIGHIFICANT HAZARD)
#1r= PEVEMT [FRIOM SIGMIFICANT HAZARD)

Example of risk tree (contracted) after conversion

The risk tree for the ‘Health safety & Env’ risk type category contains all risks created from existing
hazards during conversion. Three temporary risk-event types were created (because hazards did not
identify risk-events before):

e Non-assessed hazards -> Event (from unassigned hazards)

e Non-significant hazards -> Event (from not significant hazard)

e Significant hazards -> Event (from significant hazard)

Navigating the risk tree
Expanding / contracting risk event types. Use '+’ to expand or -’ to contract a risk-event showing the

risks under each risk-even type. '>>" will and '< <" will also expand or contract a highlighted risk-event
type.

Normally risk-event types are shown with yellow background, with risks under the risk-event type, e.g.

e ELECTRIC SHOCE [rofiiable]
B E l=ciric Shock from Powier tool: [Facton) 31,00 /2018 | Bigk Ranking 60 - 30 [Low Rigk) Manage by routing

-

Check Show hazards ON to show hazards under the risk.
i ELECTHIL SHULF, [robhabk

SN | l=cinc Shock from Powes tools [Fachory

2 Power tools [M] . #] Fackory EI.Je.ﬁrea, Factony Green .ﬁ.r Factone

Check Show Controls ON to show controls for the risk. If Expand controlsis ON the requirements
will be shown under each control.
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=Heae ELECTRIC SHOCE, [notifiable
:“;-ﬂ e Shock Inom Pewies bools [Facton A0/ 8 Risk Rarking B0 - 30 [Lew Rsk) Manage b i

55 Powees bools (M) W Factoay Bh..le Area, Factory Green &rea, Factory
=EHE [-'.'I.DH] Prewertion Of Electiocution Tool: And Leads [thared control)
1. lzolated kom saith wath & voltage betwesn phaze and earth condud
- I- 2 Waualy check cables and lead: for damage
3 Al conreclions lo the system properly made and ae suitable plugs
* 4 Tool: and equpment regulary inspected by & competent pesson an
— 5 Mever plug in powed leads with wed hands

Control types are: ENGineering, ADMinistration and PPE (personal protective equipment). A control is
a group of ‘requirements’ that, taken together, control the reduction of risk. A risk may have several
controls.

Checking Show component types ON helps identify the types of risk components: risks (black on
red), hazards (black on white), controls (brown on green) and control requirements (brown on white)

G o Shock hom HFower toals [Facton AN/ AA008 | Hisk E g Bl - ae by rovkne
4 H-'-'\Zp'-'l.FiEI|1 T) Powear toals [M] Ho] Fa:l:u].l Blue ﬂ.rea Facl:orp Eram frea, Factnl_l.l
[542) CONTROL: [ADM] Prevertion O Electiocution Taals And Leads [shared o
1. lzolated from earth with a voltage betvesan phase and earth comdul
2 Vizually check cables and lzads for damage
# 3 Al cornections o the syztem poperk made and are sukable phags
* 4 Tool: and eguipment regulaly inspected by a competent person an
¥ 5 Hever plug in power leads with wet hands

Double clicking the mouse on any risk component allows editing or changing it.

L4

To update a risk
Double click or change a risk from the risk tree.

Or double click or change a risk from a hazard.

“Heath Szfety Enwv Fisk : -

% -~ . -
RIsKof thetype of EVENTs” | Risk-event type }n This HAZARD ( a thing o=~ " From this hazard )’]7

Blectric Shock & fom |E| th%

("Possible ham for event type ] |’ RISK ASSESSMENT before cortrols (60) IF!ESIDL{AL with eantrels (30}
| Orvemide dll ault seventy

May result in harmAoss  Most lkdymemy

Blecirocution SFd:-:i'h-' ’

Comilsiona 3. Madical / Hospital orlost t t
Shock \ | 3 Yttt e
\ Harm and severity
Most ikety severty = 3. Th
value fromrisk-event type
. - 7 :
[ Raw risk | Residual risk
| Fisk assessment frequency assessment assessment
' before an ' assuming all
CONTROLS (1o Minimise the rm;].] b ( y . ( ng
Type Control name Shared Prevention Of Bectrocution Tools And Leads
AlM Prevertion Of Bectrocution Tools And Lea Mo. Requirsments 7 -
1 ; Contents of
2 \isualy check cables & i r_g_.is_l'u-""'_ h|gh||ghted
-~ - 3 Al comneclipps t=t=—" !
4 Toolz and equipmert regulary nspeciad by 2 4 control's
E

CU“trDl{S] selected Mever plug in power leads with wet hands reguirements
to minimise the risk \_{reg }. :
b

1| ]

ey —— | * (ahenge Conwol Reaemerts...) W oK | [ cancs

Example of changing or editing a risk (after the risk is completed)

© 2017 Compliance Solutions Ltd 0800 438 674 www.cslnz.co.nz



SafetyLink™ Risk Management pPage |12

Select a risk-event type by clicking the drop button @ from a list of existing risk-events and pressing
the select button. New risk-event types may be added to the list. When a risk-type has been selected,
the types of harm that may result from the risk-type are automatically populated into possible harm
for event-type list, along with the severity of each type of harm.

The default severity level for the raw risk assessments is also shown. This may be the most likely
harm severity, or average severity, or minimum or maximum severity, depending on an option in the
risk rating method set up and it is calculated from the types of harm or loss for the risk-event type,
and whether or not the risk-event type identifies the most likely type of harm. (Also see overriding the
default severity level below.)

From / when is a word that joins the risk-event type to the hazard. It is selected from a drop list or, if
necessary, a new word may be typed in. ‘From’ normally indicates the hazard is a thing, ‘when’ a
situation.

Select the hazard (that may cause the risk-event type) by clicking the drop button E] showing a list of
existing hazards and pressing the select button. New hazards may be added before selecting.

Override default severity is normally off for new risks but ON for risks that have been just converted.
OFF means use the default severity level for the RAW severity level (see default severity level above).
ON means a severity level will be selected manually as the RAW severity level for this risk.

Recommendation: It is better to use the default raw severity level calculated from the information in
the risk-event type. As the system improves, additional harm may be added to the risk-event type or
the most likely type of harm may change resulting in the automatic adjustment of all risk. If the RAW
severity level is overridden, every risk must be maintained manually.

Raw Risk assessment
A ‘raw’ risk assessment is before any controls are put in place to minimise risk. It reflects the worst

case level of risk, not controls or if one or more controls fail.

Select the RAW risk tab, then set the following:
e  Severity — use the default, or select by pressing the drop down button if overriding the
default.
o Likelihood - select by pressing the drop down button.
o Exposure (if used) - select by pressing the drop down button.

The raw risk ranking, calculated from settings in the risk rating method, identifies the level of risk
priority, WHAT action needs to be taken and WHO is responsible. If the level of risk exceeds that
acceptable, either by the organisation or from legislation, the hazard (may cause the risk-event) must
be eliminated. If the hazard is eliminated there is zero chance of anyone being exposed to the hazard,
hence zero chance of a risk-event to result in harm or loss.

If the hazard cannot be eliminated then risk exists through the chance of exposure to the hazard. If
the risk level is not acceptable it must be minimised until it becomes acceptable.

To add or remove controls in a risk
e Press Select / Re-select controls,

e Change the selection of controls by tagging or un-tagging currently selected controls in the
controls library (new controls may be added),
e Press return with changes to update controls in the risk. (See using the controls library).
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Controls are how risk is minimised. The Health and Safety Act specifies the order that types of controls
must be applied to a risk.
1. Engineering controls — applied to the hazard.
2. Administration controls — sets of procedural requirements that, if effective, work together to
reduce risk.
3. PPE Controls — the last type of control uses personal protective equipment, in conjunction
with procedural use requirements, to reduce risk.

Risk is reduced in one or more of these:
e Reducing the exposure to the hazard
Reducing the likelihood the hazard will cause a risk-event
Reducing the likelihood that harm will result from the risk-event
Reducing the severity of possible loss harm resulting from a risk-event.

The control needs to specifically address these factors. Superfluous requirements in a control that are
not for the specific purpose of reducing risk just get in the way of achieving the control’s objective.

Residual risk assessment
The residual risk is that remaining after all controls are in place, and assuming all controls will be

effective. This is the best possible risk assessment and is used to determine if the controlled or
residual risk meets legal and organisational acceptable levels. If not, additional controls or changes to
the hazard will be required.

Select the residual risk tab then set the following:
e  Severity - select by pressing the drop down button (generally this will be the same as the raw
risk severity unless there are engineering controls).
e Likelihood - select by pressing the drop down button.
o Exposure (if used) - select by pressing the drop down button.

The residual risk rating (like the raw rating) is calculated based on settings in the risk rating method
and is used to identify a residual risk group (set up in the risk rating method). It says WHAT action
needs to be taken and WHO is responsible for the residual risk.

Risk reassessment frequency
Select the reassessment frequency, a number and days, months or years that this risk needs to be

reassessed. The objective of reassessment is to ensure the original raw risk level has not changed and
that the controls are still effective in reducing risk to the residual risk level.

To save changes to a risk
Press OK to save changes to the risk or Cancel to quit without saving changes.

Risk assessment history
Every time the selection of controls for a risk is changed, or a new risk assessment made, any changes

are recorded in the risk’s assessment history. Generally the last five changes will be shown in reports.
Before exiting a changed risk a window opens showing asking for the assessor which is select by
pressing the drop button. Any notes may be edited.
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E= Risk Assessment Details [

The nsk assasament has changed. Plaase verfy the assessment
date and person doing the asssessmeant

Assessmert Diale o7 | L]
Pesessed By:  Mary Black a
Change Motes:

Admiristration contral Prevention Of Bectrocution Tools -
And Leads remaved

v OK

Example of risk recording window

Adding or changing risk categories
From risk management menu.

The conversion process created one risk category called ‘Health Safety & Env'. All risks have be placed
in this category under three temporary risk-event types. Later, other risk categories may be added for
“financial’, ‘production’, etc, risks if required but, for the moment, we will only deal with health, safety

and environmental risks.

The risk category determines who or what may be harmed and the type of harm or loss. Examples are
in the table below. This also means that harm types are added under each risk category and the level
of suffering (severity or consequences).

Risk category Stake-holder Harm/loss
Health & safetyrisks =~ Person ~ Harm Injury/illness
Production / quality risks Business Loss $ / customer
Financial risks Business Loss Reputation /
company / $
Public safety risks Person Harm / Injury / iliness
loss /$
Environmental risks Public / Harm / $ / reputation
government / loss
environment

Risk categories, who suffers and the type of suffering (harm/loss)

Adding or changing risk-event types
Each converted hazard was for ‘all risk-events’ that may occur from the hazard so that is what the

conversion created as the risk-event for the combined risks from the hazard.

You will need to edit each risk and select a risk-event type, or create one if does not yet exist. At first,
determining the risk-event type may be a bit difficult because we are not used to giving a name to the
thing we are trying to prevent from happening but, as you progress, this will become easier. To help,
the risk-events that the current Health and Safety At Work Act 2015 defines as Notifiable if they result
in a serious exposure to the risk is shown below.

Examples of event types (from Act)

‘ Risk Event Type — Exposure to a serious risk from Notifiable Y/N & section

Escape of a substance Y S24.1(a)
Spillage of a substance Y S24.1(a)
Leakage of a substance Y S24.1(a)
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Implosion Y S24.1(b)
Explosion Y S24.1(b)
Fire Y S24.1(b)
Escape of gas or steam Y S24.1.(c)
Escape of a pressurised substance Y S24.1(d)
Electric shock Y S24.1.(e)
Fall or release from height of plant, substance, thing Y S24.1(f)
Collapse, overturning, failure, damage of authorised plant Y S24.1(g)
Collapse, partial collapse of a structure Y S24.1(h)
Collapse, failure of excavation or shoring Y S24.1(i)
Inrush of water, mud or gas underground Y S24.1(j)
Interruption of main system of ventilation underground Y S24.1(k)
Collision between 2 vessels, capsize, inrush of water Y S24.1(1I)
Other incident declared by regulations Y S24.1(m)
Notifiable injury Y S23...
Notifiable illness Y S23...

Rsk events types that are ‘notifiable’ in the Health and Safety at Work Act 2015.

As risks are reviewed there will be other risk-event types that you may add for risks that are not
Notifiable, for example, bullying, slips, trips, falls... It is important not to confuse risk-event types with
the harm that may result from them. For example, the risk event type of ‘Electric shock’ may result in
one or more harm types: burns, shock, haemorrhage, fatality. Remember - ask the question: What is
the event that may happen that may result in harm or loss?

From the Risk management menu, select Edlit risk event types and press Add
— or, from within a risk, press the drop down to select a risk-event type from the list. If necessary, a
new risk-event type may be added to the list by pressing Add.

B Risk Event Type Wil Be Added o] B [
Rizk Event Type
Rizk Categorny: Heakh Safety & Env n

Rizk Event Type: Slip, Trip. Fall
Motifiable by Authority  Fleference In Ack: Uzes Motify

Haim that may iezul from this gk event lvpe
Haiim / Lazs Type Corsequences  Maliliable

B9 SetMost kol Hamvloss | (= Tipdate poseble ham o i ek cver e

o 0K |3 Cancal |

Adding a new risk-event type

e Select the risk category from the drop down button — 'Health Safety & Env’
e Enter the name for the risk event-type (see above)
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o If the event is Notifiable under the Act, tick the box (optional)

e For reference, enter the section in the Act (optional)

e If your business determines that this event-type is internally-notifiable, tick the box (optional).

e Update all possible harm types that may result from this event type by pressing the button
(see below)

e Set the most likely harm/loss type from the list by placing the cursor on it and pressing the
Set most likely harm/loss button. This will be used as the default for risks of this risk-event
type, unless it is overridden.

e Press OK to save the changes.

Updating possible harm or loss types for a risk-event type (from the risk event-type)
Rather than having to select the harm and loss types for every risk, they are specified once in the risk-

event type, along with the most likely type of harm.

Iy

= Possible harm for Slip / Trip / Fall o[- E
| Haim Types
Haimn Types
Conzequences Sewesity
B0 Abrasions 2 First Aad [no bost hrnu
& Cuts 2Fust Axd [no lost I|n'-c]
Fakality 5. Fatalky
Bl Fractue I Medical / Hospital or lost Bime
&0 HeadInpry IMedical / Hospial or lost bme
& Sprain 2 Firzt Aid oo bost tires)

"

| Use tagging buttons to select
| the types of harm/loss that are
|| applicable for this event type. |

—

/ ik idd [ Change |we Delete
I J i)

4 )
[_l E_] u ﬁ ” Cloze with | | Quit, no
Show A3 ] ‘\ changes changes

Window to select harm/loss types for risk-event type.

e Tag /untag any harm types that may result from this risk-event type.

e When finished, press Close with changes. To cancel changes press Quit, no changes.
e To add an additional harm type press Add

e To update a harm type, select the harm / loss type and press Change

Adding or changing harm types (from risk-event type harm/loss selection)
Harm types may be added from either a risk category or when selecting the types of harm or loss for

the risk-event type (as in the window above). Note that the harm/loss types will be set up for a
particular risk category. This means a set of health and safety harm/loss types can be used for health
and safety and a different set for, say, production risks.
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B2 Harm Type Will Be Changed —
¥ g

Harm Type

Health Safel & E
ealth Satety & Erv FPress to select a

Ham/Loss | e ! default severity for |

Type .
Notfiable nct Bt ~__thisharm type from

the company's risk

e .
| et Consequences \_ rating method )

o 0K | [ Cancel |

Editing a harm (or loss) type

e Enter the name of the harm type

e Select if the harm type is Notifiable in the Act (optional)

o If Notifiable, enter the reference in the Act (optional)

e Press the Set consequences / severity button to select a value from the company's risk rating
method. (See risk rating methods.)

e Press OK to save the new or changed harm / loss type.

Note: changes to harm/loss types affect all risk-event types that refer to the harm type. For example, if
the severity of harm is changed it will change it in every risk where it is referenced, possibly altering
the raw (non-controlled) risk rating of the risk.

Adding or changing a hazard
From within a new risk being added, press the hazard drop down button to show a list of hazards. To

add a new hazard press Add.
From the Risk management menu, select Hazards (risk managed). To add a hazard press the add
button or to change a hazard highlight the hazard and double click or press change.
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Hazard ID tab
E Change Hazard EI =] @
THE HAZARD [ a Thing or a Situation ] NOTE- A location is Hazard ID
req..lred to allocate a Stalf Exposure
) hazard to a lmrlq}lace A ctions
Location Descripti - »
Date |dentified: ~ 31/01/2016 B Factary Blue Area Links ta this Hazard
. Factary Green Area
Department:  Fagtory Main Base Site Factory Red Area L Fhato
< [ Por

[EE Change Hazard's Locations ]

How are risks for this | i irolled? Additional hazard notes

9 Himinate | Minimise I
) Hazard Rizks

Risks for Hazard

Risk Ranking Event type Conseguer Likelihood Mext Assessment
40.High Electric Shock 20 2 10/02/2018
20 High | ExcessveMoige ... [ 20 [ 1 [

[-II Add Event type risk and Controls ] [A Change / Review Controls ] [- Delete ]

Hazard#t 17 Power tools [¢ 0Ok, ] [x Eancel]

Example of a hazard showing two risks

The hazard window for risk management is a little different from that for hazard management. Each
risk is assessed and managed separately so the hazard has no assessment details. Any previous
assessments under hazard management will have been transferred to the first risk that was
established during conversion for the hazard.

The hazard name is required. This is a thing — or — situation (coming together of things) that could
give rise to one of the risk-event types. The date identified should entered or selected using the date
selector button. It is important to record this in case you need proof of hazard identification. A
department may be selected (in the enterprise version the hazard department selected may alter
what hazards and risks a user can see). It is a legal requirement to say how this hazard will be
controlled - if it has been eliminated select £/iminate hazard, otherwise select minimise risks.

To where people may be exposed to the hazard
A list of workplaces and locations is shown on the right. This is where people may be exposed to the

hazard and by selecting a list of locations SafetyLink™ know who will be exposed to the hazard, and
therefore it's risks, if workers also have their work locations identified. To select the locations press
Change hazards locations, tag locations and return to the hazard with the changes. Each location will
be connected to a workplace so this will automatically show.

To add, change or delete risks in hazard
Press add event type risk and controls. To change or review a risk, highlight the risk and press change

/ review controls. To delete a risk entirely, highlight the risk and press delete. Note: if a risk is deleted
there will be no record left of the risk. Risks may also be deleted from the risk tree.
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Staff exposure tab

Stall Exposuie [ Select the ways stall may be exposed lo this hazand |

Involved in these Processes Hawing these Job Types

Dong these Tasks

dzsembls dszembler
Paitz Produchaon E ngheedng Apprentice
hafelder

(Elndsadsblyenlinie)

Usng these Hazardow: Substances

= Update Task Links | 3= Update Process Links |

People may be exposed to this hazard from being in a location., doing tasks, being
imsalved in procasss, having a job type orusing hazardous subatances

4

i= Lpdate Substance Links ]

Lirk:z o thiz Hazard |
Pholo |

Hazard Staff and worker exposure tab

People are exposed to risks from a hazard because of what they do (tasks), things they are evolved in
(processes), the job they do (which is really processes and tasks), where they go to (locations) or the

hazardous materials they use (substances).

To update the selections of tasks, processes, job types or substances press the update button under
each list which shows a table with currently selected items already tagged and allows tagging or un-
tagging of items. After changes are complete press the return with changes button from the selection

list.

Actions tab

Hazard Actions / Engineering Controls

(Hazad Actions and E ngneering Confrols

Hazard D

Staft Expozue |

Completed Dabe Requred By 'Whom
28/02/2017 Robert Erniz

Bried Summary of Ackon
Chizck Al Power Tool Lead:

Actions

Links bo thiz Hazard

E= Change Action

Hazaid dction

Hazard: Fower toolz
7

Azzignment Details
Diste Bequred 28/02/2017

Completed Details
Doate:

Bv'wWhom Robert Ennis B o

(* ¢ E]

Depariment:  Factony

4 [ Repeat @ Marths Daps

‘fiou may azsagr
achon by a cer
part of the hislg

Comments

[ EJ

Phata |
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Hazard actions tab showing an action
This tab is to record actions that need to be taken for the hazard. This may include engineering

actions that will become engineering controls after they are completed or anything else connected
with the hazard. Actions become part of the history of the hazard and may be required retrospectively
to show when and who took them. To add an action press the Add button, Actions may be completed

from here by updating the completed details or from the Actions toolbar icon.

Links to this hazard tab
Incidents and any health monitoring that was set up that is linked to this hazard will be shown in this

tab.

Photo tab
A photo or photo montage may be added by pressing the photo file name lookup button.

NOTE: The intention is to change this to an attachment in a later SafetyLink™ update.

Saving changes for a hazard
Press the OK button on the hazard to save it with any changes. Cancel will quit the hazard but any

changes to links from the hazard to other table will already have been changed and will not be

undone on cancel.

Using the controls library
The Controls library is entered from any risk by pressing| i= Selet/Reaskest Cants |- Although controls for

all risks are stored in the controls library, only those selected for a particular risk or available for that

risk will be shown.

-

Select Controls for Electric Shock from Power tools = =
= f;"'?‘dame of risk (risk- w
| event from hazard) |

IICJ:ﬂn:lIs available or owned by this risk

Locate control:
r Prevention Of Hectrocution Tools And Leads
'I":].Eg E:mlc Metabook %ﬂd Owned No. Reguirements
-“.DF~1 C::rr:-:n \Use (F A Ladder 1 |solated from earth with a votage between phase and earth condud
PPE | Ear Mufis 7] 2 Visualy check cables and leads for damage
FP:-_' Face Mask =] ;3 Al connections to the system properdy made and are suitable plugs u
FPE Lathe Gloves i /114 Tools and equipment reguiary inspected by a compatent person anc
L Prevention OF Blectracution Tools And Leads ] A 15| Never plug in power lsads with wed hands
[ .
l"q. __f" |I
) a
W Vi |
II..\ :‘_- III
L - -

! Button to change

II'.I\“\I e . P - ’ =
\"Control used by this | | List of requirements for | f
_,-;,‘k_ requirements of control y

L risk (tagged) | | r_1i«ghli«ght&«t:lr cunt_rul
.""l- ™y .".I.:'IIII‘
/ Buttons to tag/untag ;}
/. controls for this risk | /.
§ i o Iy
[ e
/

/i
.'Z-

/ / |

_+ Add Corrol ] [- Delete Contral ] | Change Regurements for cantrol

) ) &) i
- ’ ¢ . Shared controls may be seected for any nsk Cwned controls ane
¢ Lk Is for th r3 i
ag or Unlag conkrola for thia sk i Cloge with | Gut, no | exclusive to one risk, The kst on the lefl shows all shared controls and
| changes thesse: owned by this risk

" changes

Controls library showing controls used by risk (tagged) or available to be used by risk (shared

controls).
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Controls are all stored in one controls library and may be shared by multiple risks, if appropriate.
Requirements of a control need only be changed in one place and all risks sharing the control receive
the updated requirements.

Type Control Name Shared Cwned
PPE | Compac Motebook:
ADM|Ceomect Use OF A Ladder (=]
FPE | Ear Muffs
PPE | Face Mask =]

PPE | Lathe Gloves
B0 ADM| Pravention OF Blectrocution Toolks And Leads

Example above shows the controls library for a risk that has selected one shared control and one non-
shared control (owned exclusively by the risk).

EI&

Selecting controls for a risk (from controls library)
On entering the controls library all currently selected controls for the risk will be shown as tagged.

Changes to this selection are made by using the tag / untag buttons. New controls may be added and
selected and untagged controls that are no longer required deleted. When all selection changes have
been completed, press ‘Close with changes' to return to the risk with the new selection of controls.

Adding and updating a control (from the controls library)
To add a new control press Add Control. To change an existing control, press Change requirements
for control.

-

E Control Will Be Changed (Prevention Of Electrocution Tools And Leads) [F227|
/
[Heath Satety EvvCorirl |~ Control name (required
Contrl Mame (Requred) | for shared controls)
Prevention Of Hectrotution Tools. . 71 Share Corgrgl 4 SHARED control may be used by mukiple
e fisks, Changes to the conftrol flaw 1o all nsks
Cortrol Type: %\\\? sharing the control. A NON-shared control is
@ Admiristration Engnesing FPE o far cne sk nly
. B ~
NN \
Requirement (e.g. Do not nun...) ‘Check to share control

No | Checklist Observation ( e .g Did not run._) . -uncheck to own a

1 Isolated from earth with a voltage betwaen phase and earth conductors not excesadir contraol
[ lzolated from earth with a voltage between phase and earth conductors not exces
£ Visually check cables and leads for damage
B Visually checked cables and leads for damage
3 All connections 1o the system propery madewpd are sutable plugs usad
[ All connections o the system ere proparly mMxde and are suitable plugs were usad
4 Tools and equipment regularly inspected by a c:\h\‘{'\:cﬂ persan and tagged

B Tools and equipmentwere regularty inspected by, =g/ )
5 Mever plug in power leads with wet hands Y Requirements far the
\

[ Did nol plug in power leads with wel hands

control
\ A
ICheck to share controll
-uncheck to own a
) /%L control :

(P oK ][ Cance |

A completed control

The control name is required if the control may be shared by multiple risks, in which case, share
control ON will be checked. Checking share control off means this control may only be used by the
current risk. New controls have share control ON by default.
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This is a very powerful feature, however care must be exercised when changing shared controls. For
example, if a near-miss incident identifies a new requirement for the control to be effective, it is added
to the control once. Each risk using this control also receives the new requirement, which will be
reflected in reports, checklists and safety requirements. However care must be taken when sharing a
control as you may not have access to all risks sharing the control due to your security. In general,
controls should be maintained by one person in an organisation representing the safety committee or
safety officer. Controls span across all sites and all users, they are organisation controls. /f a control is
specific to one particular risk, share control should be set OFF.

The control type may be Engineering (change to plant or equipment), Administration (if a procedure
must be followed) or PPE (if personal protective equipment is required). The Act requires controls to
be applied in the preceding order to reduce risk.

Every control has the specific objective of controlling some aspect of the risk. In order to achieve this
objective there will be one or more control requirement that, taken-all-together, make the control
effective. A control that is not 100% effective is not a control; it is a failed control which needs
attention. Each control requirement is focused on its part for control of risk. Ad-hoc and unnecessary
requirements that do not play a part only confuse. A large part of continuous improvement is
improving the requirements of controls, discovered as a result of investigating incidents, so the
control becomes increasingly more effective.

Even a PPE control usually needs other behavioural requirements such as how to effectively use the
PPE, how to check its condition and when to replace it. Administration controls usually consist of a
series of requirements. Often these will be behavioural requirements expressed in terms of what is
expected.

Control requirements may be added, changed or deleted.

E Requirement will be Changed L - @
rCﬂrc-I requirement for Prevention Of Bectrocution Tools And Leads l | What is reqired -‘Qr_“k speling on field
Requirement: (T <

i L
Dbservation:  Visually checked cables and leads for damage ——' What an observer woud
What should have been abserved to satisfy the reguiement #e. past fensel™, N@ve seen if requirement
(wox | t549PM was met X Cancel

Completed control requirement and observation

The requirement is what is required or expected to be done. The observation is what would have been
expected to have been seen if the requirement was met. Requirements are shown in risk controls and
observations in checklists for observers to use when checking requirements. The observation is usually
the past tense of the requirement. Note: Pressing the F7 key on an entry field anywhere in the
application checks spelling.

Risk rating method setup
The SafetyLink™ risk rating setup is extremely flexible and can facilitate most types of risk ratings used

use by organisations and a few risk rating methods are provided with the application as samples.
However each organisation needs to set up their own based on the types of risks and whether the risk
management system is for health and safety only or will be used for other organisation risks such as
production, environmental, public safety or financial.

To see which risk rating method is being used currently
e Select the Company toolbar item
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e Select H&S Option tab

e This shows the risk rating method in use, the default is #2. A new one may be selected using
the dropdown — however do not change the current risk rating method reviewing it and
possibly making changes.

To review the current risk rating method
From the main menu, select File / Options / Risk rating methods. This shows a list of risk rating

methods available. The current risk rating method in use will be the one with the number specified in
the company record. SafetyLink™ installs three different types of risk rating methods, number 0,1 and
2. The one marked 2 is the default. If a new risk rating system needs to be added give it a number
going backwards from 9, which will same confusion if the happen to install a no 3 during a software
update. CARE: If the risk rating method is changed, or modified substantially, all risks may need
to be reassessed.

Working from a risk rating matrix
The risk rating system matrix is for levels of likelihood of loss against levels of the consequences of

that loss. Consequences usually range from insignificant to catastrophic. The matrix will be for all
categories of risk, health and safety, environmental, possibly production risks or financial risks, so the
meaning of catastrophic will vary depending on who suffers. One fatality is catastrophic for a worker
but for a large business catastrophic means the end of the business, so the meanings of levels of
consequence differ for different categories of risk. In the risk matrix below the meanings are italicised.

Take an example from Worksafe New Zealand:
htto.//www.worksafe.qovt.nz/worksafe/toolshed/safe-use-of-machinery-toolkit/assess-risk-rating-
table

Risk Rating Table

Consequences of injury or harm to health

Likelihood of Mode

" rate Maijo

injury or harm &0\, cignificant first aid and. or Catastrophic

ne injuries medical
treatment

extensive
IFLiries

health Faraliries

Very likely
Likely
Moderate
Unlikely

Highly unlikely
(rare)

Extreme = immediate action

Risk matrix from Worksafe site

The first step is to work out what values to give to each of the 5 levels of likelihood and the 4 levels of
consequences and decide how to combine the values to arrive at a numerical risk rating. There are
two usual types of ranges for likelihood and consequences: linear (e.g. 1,2,3...or logarithmic e.g.
2,4,8,16... If linear, the risk rating is given multiplying the likelihood value by the consequences value
and if logarithmic the values of likelihood and consequences are added (adding logarithmic numbers
is the same as multiplying linear numbers).

Step 1. - Give likelihood and consequences level numbers from smallest to highest.
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Risk Rating Table

Consequences of injury or harm to health

Likelihood of Moderate _
injury or harm 10 ,cignificant firsr 2id and or Ao Catastrophic

health 1O TGS yechical EXTEpIIVE
@ ! e r

Very likely

Likely

Moderate

Unlikely

Highly unlike)
care) 1)

Extreme = immediate action

Step 2 - Find a set of values for each level of likelihood and consequences that work in the matrix

Levels Conseguence

Likelihood Values

5
4
3
2

E (100

1

Values for levels of likelihood and consequence that satisty the risk rating matrix where risk rating =
(likelihood x consequences.

Risk ratings are calculated as value of a level of likelihood times a value of a level of consequence.
Looking at the values obtained, it can be seen that they are not linear, each level increase more than
the last. This implies that the risk matrix is probably logarithmic and so a different set of values may be
obtained that are added instead of being multiplied.

Levels Conseguence

Likelihood Values
5 E (15)
4 E (12) E (20)
3 E {11} E (19)
2 E (18)

1
Values for levels of likelihood and consequence that satisfy the risk rating matrix where risk rating =
(likelihood + consequences (logarithmic scaling).

We see from above that the intention of the Worksafe risk matrix was to use logarithmic values for
likelihood and consequences adding smaller numbers rather than multiplying larger ones for the risk
rating. There are many solutions to a matrix such as this, any that work for all combinations of
likelihood and consequences will do the job.

Step 3 - Find the lower and upper values for each risk ranking level.

After deciding which matrix solution to use (either will do), the lowest and highest value for each of
the risk ranking levels needs to be noted.
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Using the first solution, the Low is 1 — 3, Moderate 4 — 10, High 11 — 50 and Extreme 51 upwards to

the highest of 550. In this case risk rating is likelihood value x consequence value. Using the second

solution, Low is 1 — 4, Moderate 5 — 6, High 7 — 10 and Extreme 11 upwards to the highest of 23 and
risk rating is likelihood + consequences.

Adding or editing a risk rating method level.
From the main menu, select File / Options / Risk rating methods and press Add.

For this example we will use the Worksafe risk matrix and the values from the first solution above (but
the second set could equally be used).

Risk rating method - General tab
General || abels I/Severity rl_ikelihood ]/E:-:pcnsure ]/Hisk Rating & Actions

Brief Descnption of Method
Risk Rating Method ﬂ Consequences » Likelibood [Morkzate Risk Rating Matrix)

Risk Score Calculation

Rizk Score = Consequence * Likelihood

Operation Sign
@ * multiply T+ add
Severity to use for multiple harm Thiz option determines how to calculate
) ) n ! zeverty when there are multiple harm twpes with
@ Most likely (speclied) ~) Average _) Highest ) Lowest differing levels of severity. Harm types without a

zeventy are ignored for the calculation,

Risk rating method — General tab

Risk rating method is a unique number to identify this method.

Brief description help identify the method in a list.

Risk score calculation is multiply if using linear values for likelihood and consequences, i.e. risk rating
= likelihood value x consequences value; add if using logarithmic scales, i.e. risk rating = likelihood +
consequences.

Severity to use for multiple harm tells SafetyLink™ how to calculate a default severity for a risk when
the risk-event type has previously been set up with possible types of harm. The default option is to
use the severity of the most likely type of harm, the most likely has been identified in the risk-event.
Failing that it will calculate and use the average severity of all the types of harm. The highest or lowest
severity value of any harm in the event-type may also be chosen. This saves having to make a decision
for every single risk, although this default may be overridden for any risk.
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Risk rating method - Labels tab

Gener*” Labels |Sevesity | Lkelhood |Esposue | Risk Rating & Actions

Severily

Sevarity Labal Consequence| Mumber of Lewels: 4
Likelihood

Likelhood Labet | jkalinood Mumbar of Levelz: 5
Exposure

Esposuie Labe Mumber of Levels 0
Hizk Hating

Frionity Label Flisk Farking Proiily Levels Used: 2

| Rizk Prionty Actionz and Responsbilties U sed

This tab sets up the labels and levels for severity, likelihood, exposure (if it is used) and the risk rating
and whether or not risk priority actions and responsibilities will be used (recommended).

Severity label is the name to be used for severity of loss or harm or injury. Sometimes, consequences
is used instead of severity. Also the number of levels for severity needs to be specified. The
maximum is 7 but in this case 4.

Likelihood label is usually likelihood, but this may be changed. The number of Likelihood levels is
also required (maximum 7). In this case there are 5 levels.

Exposure label is the name for this aspect of likelihood. If total likelihood is to be separated into the
likelihood of 1 exposure times the total number of exposures to a hazard then specify the name for
Exposure and the number of levels of exposure (maximum 7) that exposure will be separated into. If
exposure is included when selecting a risk’s likelihood then clear the label and set the number of
levels to 0.

Priority label is the heading for the risk priority levels (e.g. Low risk, medium risk... catastrophic) and
select the number of risk priority levels. If each priority level is to be associated with a set of words
that describes what action needs to be taken and who is responsible, tick Risk Priority and
Responsibilities used.

Risk rating method - Severity tab

General |Label” Sevesity lchlhund Exposure | Risk Rating & Actions

Consequence

Level Label Value
gLl i (o e |

2 odesate [First aid, Med treatment) ]
-3- Iajor [Extersive njuies)] 20
= 4 - Caastiophic [Fataities) 50
-F- 0
- 5 - a

7 0

Mote: Excessivaly long labels may overap data fields in windowss.

In this tab, the levels of severity (or consequences) is set up from level 1, the lowest level to however
many levels specified in the risk rating labels tab. Each severity level’s label should be brief and
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against each label is the level’s severity value taken from the risk matrix. It is important to ensure the
values are accurate as these determine the risk ratings for all risks. For all unused levels, clear the label
and set the value to 0.

Likelihood tab

General | Lsbel:  Sevesjp Lkethood ]Expnuc Risk Flating & Actions

Likalinood
Level Label Value
-1 - [FTETEn !
2 = Unbloeky 2
- 3 - Moderale 3
- 4 - ke 4
- b - Ve ke 1
-6 - a
T 0

Mote: Excessrvely long labels may overlap data fields inwindoes.

In this tab, the levels for likelihood is set up from level 1, the lowest level to however many levels
specified in the risk rating labels tab. Each likelihood level’s label should be brief and against each
label is the level’s likelihood value taken from the risk matrix. It is also important to ensure the
values are accurate as these determine the risk ratings for all risks. For all unused levels, clear the label
and set the value to 0.

Risk rating method - Exposure tab

General | Labels | Sevesity |ch|h|:| Exposue |Rizk Rating & Actions

Level Label Yalue
-1-] 0
2 0
-3- 0
-4 - N
-K- i
-F- 0
7 0

Mote: Excessively long labels may overdap data fields inwindows.

In this tab, the levels for exposure are set up from level 1, the lowest level to however many levels
specified in the risk rating labels tab. Each exposure level’s label should be brief and against each
label is the level’s exposure value. For all unused exposure levels, clear the label and set the value to
0. In the Worksafe example being used, the likelihood selected includes exposure so all exposure
levels have been cleared.
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Risk rating method - Risk rating and actions tab
|i.'i'l:nc|d [Labels [Severity |chH'u:u:rd Enuusljr/:i“ Fiating & Actions ]

Risk Ranking _

Level Label Background Colour Low High .4i0p + Rezponzibility

-1 = Low l.é?- 1 Manape through conbnuous mprovement

- 2 — Medium Iz 4 10 Hunagcﬂrﬂ'ltlr:&nunsbilyll:l:l Level Action Required |
- g - [ E 1 64 Manags isks mmedistely

- 4 - Eutreme |.i?_ S5 BA0  Slop activily of process and report immesdistely

-5- )

-6- [#]

7 2
Defauk repart column backgrmound shading colm | 4?_

Mote: Excessively long labels may overap data fields inwindows.

For each risk level used in the risk matrix:
o lLabelis the name for the level
e Background colour may be selected using the colour popup button to the right of the label.
These are the level colour from the risk matrix.
e Low s this level's minimum risk rating
e Highis the level's highest risk rating. NOTE: Make sure there are no gaps between levels, i.e.
the level’s low should be the previous level's high+1.
e Action / responsibility is what action should be taken and who is responsible. This is used for
both raw risk assessment and residual risk assessments.
For any remaining unused levels (there is a maximum of seven), clear the label, low, high and action
responsibility fields.
A default report column background shading colour may be selected if you wish by pressing the
colour picker popup button.

Power tools [17] Electne Shock  MMimimase ADMINISTRATION - Preveation Of Electrocution Tools And Leads
40 2 Low, *shared control™
I R through 1. Isolated from sarth with a voltags betoeen phase and earth
[ Risk level » contimous conductors pot exceading 230 volts )
backgrnund p improvement 2. Visually check cables and lsads for g
3. All connections to the system=" and are suitable phags
. colour used r )
4 Toals sa | REport column background Im and
tageed shading colour ]
5. Never phis e

Task risks report extract showing use of risk rating level colour (green for low risk) and report column
background shading colour (grey).

Saving the risk rating method
After all changes have been made to the risk rating method, press OK to save the changes. Cancel will

quit without saving changes.

Changing the risk rating method to use in SafetyLink™
Press the Company toolbar item and press the H&S Options tab.

e Use the Risk rating method dropdown button then select the new risk rating method.
e Press the OK button to save the changes to the company record.

Rizk Rating Method
' auna He - NOTE: ¥ the Risk Fating Method is
Rizk Aatng Methad: 9 i l v changed. all harards must be reassessed

Conzequences ¥ Likelihood MW orkzafe Rizk Rating Matrix]
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Important note: after changing the risk rating system, depending on what was changed, the
follow will need to be reviewed and possibly changed:
e The severity (or consequence) value for each harm in each risk category.
e  All risks may need to be reviewed to ensure changes to the risk rating method have not
changed the raw or residual risk rating levels.
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